PTCO/SB/16 (10-17)

Agproved for use through 11/3072020. OMB 0651-0032

U.S. Patent and Trademark Cffice; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, ne persons are required to respond to a collection of information unless it displays a valid OMB control number.

PROVISIONAL APPLICATION FOR PATENT COVER SHEET - Page 1 of 1§
This is a request for filing 8 PROVISIONAL APPLICATION FOR PATENT under 37 CFR 1.53(c).

Priority Mail Express® Label No.

INVENTOR(S)
. . . . . Residence
Give s ¢ middie [if anv]} amih me i ey | eith Earei \
Given Name (first and middie [if any]} Family Name or Surname (City and either State or Foreign Country)
Michael SHALYT Haifa, Israsi
Nataly BENDERSKY Tel Aviv, Israe!
Additional inventors are being named on the separaiely numbered sheets altached herelo.

TITLE OF THE INVENTION (500 characters max):

SYSTEM AND METHOD FOR AUTOMATED TEST GENERATION AND TESTING AN APPLICATIONS

D,,e,,1 all correspondence to: CORRESPONDENGE ADDRESS

<J The address corresponding to Customer Number:

49443

Or

}z Firm or Ingividual Name Peari Cohen Zedek Lalzer Baralz LLP

Address 1500 Broadway, 12th Floor

City Mew York State Now York Zip 10036

Country USA Telephone {646} §78-0800 Email USPTO@PeariCohen.com
ENCLOSED APPLICATION PARTS {check all that apply)

Application Data Sheel. See 37 CFR 1.78 [} CD(s), Number of GDs

Drawing(s)  Number of Shests 4 1 Cther (specify)

3 Specification (e.g. description of the invention) Number of Pages 20

Fees Due: Filing Fee of $280 {($140 for smali entity). If the specification and drawings exceed 100 sheets of paper, an application size fee is also
due, which is $400 ($200 for smail entity) for each additional 50 sheets or fraction thereof, See 35 U.8.C. 41{a){1}(G} and 37 CFR 1.15(s).

mi\;!inTHGD OF PAYMENT OF THE FILING FEE AND APPLICATION SIZE FEE FOR THIS PROVISIONAL APPLICATION FOR PATENT

e

4 Applicant asserts small entity status. See 37 CFR 1.27.
EE A check or money order made payable to the Director of the United States Patent and Trademark 140

Office is anclosed to cover the filing fee and application size fee (f applicahle).
73 Payment by credit card. Form PTO-2038 is attashed.

TOTAL FEE AMOUNT ($)

B Tothe extent that there are any fees associated with this filing that are due but are not paid or are not able 1o be paid by 8 credit card
mentionad elsewhere in this document, Agplicanis authorize the U.S. Patent and Trademark Office to charge any such fees to
Deposit Account Number: 60-2041

The invention was made Dy an agency of the United States Government or under a coniract with an agency of the United States Government.
No.
[j Yes, the invention was made by an agency of the U.S. Governmert. The U.S. Government agency name is:

[j Yas, the invention was made under & cortract with an agency of the U.S. Goverpment. The name of the U.8. Government agency and
Giovernment contract number are:

WK\R'\EENG'

sond informafio:

n {unl

h:o ?nd therefore are nﬂ pmlm!y a«uxldbio

SIGNATURE /Devorah UVﬁeh, Reg No. 71 347/ Diate 18 March 201%
TYPED or PRINTED NAME Devorah N. Livneh REGISTRATION NG. (if agpropriate) 71,347
TELEPHONE §46-873-0800 Docket Number:  P-582424-USP

amments an the armu'ﬂ af h 1‘( /x)u rex
’)z—*pa'm‘c

If you nneu aaereza"{:ﬁ in cqmpzex[ng the form, call 1-800-PT-9139 and select oplion 2.




Attorney Docket No.: P-582424-USP

SYSTEM AND METHOD FOR AUTOMATED TEST GENERATION AND
TESTING AN APPLICATIONS

FIELD OF THE INVENTION

{0001} The present invention relates generally to testing applications. More specifically, the
present invention relates to autornatically and autonomously defining and performing test

procedures for computer applications.
BACKGROUND OF THE INVENTION

[0002] Known systerns and methods for testing computer applications are costly and typically
involve a human tester who is required to repeat operations and/or interactions with a tested
application. Accordingly, not only are known systems and methods costly both time-wise and
budget-wise, since a human tester is error-prone, the results cannot be {rusted to indicate the true
state or quality of a tested application. Moreover, known systems and methods do not scale with
complexity and scope of applications to be tested. Accordingly, there is a need in the art for an

automated system and method that can automatically and autonomously test an application.
BRIEF DESCRIPTION OF THE DRAWINGS

[0003] Non-limiting examples of embodiments of the disclosure are described below with
reference to figures attached hereto that are listed following this paragraph. Identical features that
appear in more than one figure are generally labeled with a same label in all the figures in which
they appear. A label labeling an icon representing a given feature of an embodiment of the
disclosure in a figure may be used to reference the given feature. Dimensions of features shown in
the figures are chosen for convenience and clarity of presentation and are not necessarily shown
to scale. For example, the dimensions of some of the elements may be exaggerated relative to other
elements for clarity, or several physical components may be included in one functional block or
element. Further, where considered appropriate, reference numerals may be repeated among the

figures to indicate corresponding or analogous elerments.

[0004] The invention, both as to organization and method of operation, together with objects,
features and advantages thereof, may best be understcod by reference to the following detailed
description when read with the accompanied drawings. Embodiments of the invention are

illustrated by way of example and not limitation in the figures of the accompanying drawings, in
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which like reference numerals indicate corresponding, analogous or similar elements, and in

which:

fO00S] Fig. 1 shows a block diagram of a computing device according to llustrative embodiments

of the present invention;

[0006] Fig. 2 shows a system and flows according to illustrative erobodiments of the present

invention;

[0007] Fig. 3 graphically shows paths that include states and interactions according to illustrative
embodiments of the present invention; and

[0008] Fig. 4 shows a {flow according to illustrative embodiments of the present invention.

DETAILED DESCRIPTION

[0009] In the folowing detailed description, numerous specific details arc set forth in order to
provide a thorough understanding of the invention. However, it will be understood by those skilled
in the art that the present invention may be practiced without these specific details. In other
mstances, well-known methods, procedures, and components, modules, units and/or circuits have
not been described in detail so as not to obscure the invention. Some features or elements described
with respect {o one embodiment may be combined with leatures or elements described with respect
to other embodiments. For the sake of clarity, discussion of same or similar featores or elements

may not be repeated.

(0010} Although ermnbodiroents of the jovention are not limnited in this regard, discussions utilizing
terms such as, for example, “processing,” “computing,” “calculating,” “determining,”
“establishing”, “analyzing”, “checking”, or the like, may refer to operation{s) and/or process(es)
of a computer, a computing platform, a computing system, or other electronic computing device,
that manipulates and/or transforms data represented as physical (¢.g., electronic) quantitics within
the computer’s registers and/or memories into other data similarly represented as physical
quantitics within the computer’s registers and/or memories or other information non-transitory
storage medium that may store instructions to perform operations and/or processes. Although
embodiments of the invention are not limited in this regard, the terms “plurality” and “a plurality”
as used heremn may include, for example, “multiple” or “two or more”. The terms “plurality” or “a

plurality” may be used throughout the specification to describe two or more components, devices,
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elements, units, parameters, or the like. The term set when used herein may include one or more

items.

f0011] Unless explicitly stated, the method embodiments described herein are not constrained to
a particular order in time or to a chronological sequence. Additionally, some of the
described method elements can occur, or be performed, stimultaneously, at the same point in time,
or concurrently. Some of the described method elerments may be skipped, or they may be repeated,

during a sequence of operations of a method.

0012} Reference is made to Fig. 1, showing a non-limiting, block diagram of a computing device
or systerm 100 that may be used to autonomously and antomatically define tests for an application
and/or test an application according to some embodiments of the present invention. Computing
device 100 may include a controller 105 that may be a hardware controller. For example, computer
hardware processor or hardware controller 105 may be. or may include, a central processing unit
processor (CPU), a chip or any suitable computing or computational device. Computing system
100 may include a memory 120, executable code 125, a storage system 130 and input/output (/0)
components 135. Controller 105 {or one or more controllers or processors, possibly across multiple
units or devices) may be configured (e.g., by executing software or code) to carry out methods
described herein, and/or to execute or act as the various modules, units, ete., for example by
executing software or by using dedicated circuitry. More than one computing devices 100 may be
included in, and one or more computing devices 100 may be, or act as the components of, a system

according to some embodiments of the invention.

[0013] Memory 120 may be a hardware memory. For example, memory 120 may be, or may
inclode machine-readable media for storing software e.g., a Random-Access Memory (RAM), a
read only memory (ROM), a memory chip, a Flash memory, a volatile and/or non-volatile memory
ot other suilable memory onits or storage units. Memory 120 may be or may include a plurality
of, possibly different memory units. Memory 120 may be a computer or processor non-transitory
readable medium, or a computer non-transitory storage medium, e.g., a RAM. Some embodiments
may include a non-transitory storage medium having stored thereon instructions which when

executed cause the processor to carry out methods disclosed herein.

[0014] Executable code 125 may be an application, a program, a process, task or script. A program,

application or software as referred to herein may be any type of instructions, e.g., {irmware,
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middleware, microcode, compiled machine code, hardware description language etc. that, when
executed by one or more hardware processors or controllers 105, cause a processing system or

device {e.g., system 100) to perform the various functions described herein.

[0015] Executable code 125 may be executed by controller 105 possibly under control of an
operating system. For example, execuotable code 125 may be an application that autonomously and
automatically defines tests for an application and/or tests an application as further described herein.
Although, for the sake of clarity, a single #tem of executable code 125 is shown in Fig. 1, a system
according to some cmbodiments of the invention may include a plurality of executable code
segments similar to executable code 125 that roay be loaded into memory 120 and cause controller

105 to carry out methods described herein.

[0016] Storage system 130 may be or may include, for example, a hard disk drive, a universal
serial bus (USB) device or other suitable removable and/or fixed storage unit. As shown, storage

system 130 may include states 131 and paths 132 (collectively referred to hereinafter as states 131

and/or paths 132 or individually as state 131 and/or path 132, merely for simplicity purposes).

f0017] States 131 and paths 132 as referred to herein may be any suitable digital data structure or
construct or computer data objects that enables storing, retrieving and modifyving values. For
example, states 131 and paths 132 may be files, tables or lists in a database 1o storage system 130,
and may include a number of fields that can be set or cleared, a plurality of parameters for which
values can be set, a plorality of entries that may be modified and so on. For example, states, screens
or other attributes of a tested application may be set, cleared or modified in states 131 that may be

associated with one or more paths 132,

[0018] Content or data may be loaded from storage system 130 into memory 120 where it may be
processed by controller 105. For example, paths 132 and states 131 may be loaded into memory

120 and used for testing an application as further described herein.

[0019] In some embodiments, some of the components shown in Fig. 1 may be omitted. For
example, memory 120 may be a non-volatile memory having the storage capacity of storage
system 130, Accordingly, although shown as a separate component, storage system 130 may be

embedded or included in system 100, e.g., in memory 120.
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100201 VO components 135 may be, may be used for connecting (e.g., via included ports) or they
may include: a mouse; a keyboard; a touch screen or pad or any suitable input device. J/O
components may include one or more screens, touchscreens, displays or monitors, speakers and/or
any other suitable output devices. Any applicable I/0 components may be connected to computing
device 100 as shown by I/O components 135, for example, a wired or wireless network interface
card (NIC), a aniversal serial bus (USB) device or an external hard drive may be included in /O

components 135.

f0021] A system according to some embodiments of the invention may include components such
as, but not liroited to, a plurality of ceuntral processing units (CPU) or any other suitable moulti-
purpose or specific processors, controllers, microprocessors, microcontrollers, field programmable
gate arrays (FPGAs), programmable logic devices (PLDs) or apphication-specific integrated
circuits (ASIC). A system according to some embodiments of the invention may include a plurality
of input units, a plurality of output units, a plurality of memory units, and a plurality of storage
units. A system may additionally include other suitable hardware compounents and/or software
components. In some cmbodiments, a system may include or may be, for example, a personal
computer, a desktop compulter, a laptop computer, a workstation, a server computer, a network
device, or any other suitable computing device.

(0022} Reference is made to Fig. 2, showing a system and flows according to illustrative

embodiments of the presentl invention. As shown a systemy may include, or may be operatively
connected to, a system under test (SUT) 215. SUT 215 may be any system, device or application
that 1s being tested for correct operation. SUT 215 may be, may include or roay act as components
of, computing device 100. SUT 215 may be or may include software (e.g., executable code 125}
and/or firmware application that may be executed on a computer, smartphone or any suitable
computing device 100. As further shown, a system may include an autotester (AT) unit 210 that
may automatically and autonomously test and/or model SUT 215. For example, AT 210 may be a
bot {e.g. a computer program that presents output and reacts to input as if a human would) that
mimics or simulates a human, e.g., AT 210 may be a bot that interacts with SUT 215 the same way
a human tester does. It will be noted that although (for the sake of clarity), AT 210 and SUT 215
are shown as scparate units, various configurations may be contemplated, e.g., AT 210 and SUT
215 may be included in the same, single computing device 100 or they may reside on two separate

computing devices. As shown by block 220, AT 210 may interact with SUT 215. For example, AT

hn
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210 may simulate a mouse click on a graphical user interface (GUI) button displayed by SUT 215.
Generally, ountput or inferaction 220 performed by AT 210 may be any interaction with SUT 215
that may be done by a user or by an application. For example, interaction 220 may be, or may
include, input to a GUI or other interface, mouse clicks as described, a touch on a touch screen,
sending an email or other message to SUT 215 and so on. Generally, interaction 220 may include
any data, event or message provided to SUT 215 which simulates or mumics what occurs when a
human or application interacts with SUT 215, e.g., filling of input text boxes, clicking buttons,

providing credentials ete.

(0023} As shown by block 225, a response of SUT 215 to interaction 220 may be received by AT
210. For example, AT 210 may analyze the screen on which SUT 215 displays output to thus
determine response 225, AT 210 mway use a microphone to capture audio respouse or output of
SUT 215 and/or AT 210 may monitor any aspect of a computing device on which SUT 215 is
executed in order to identify a response of SUT 215 to an interaction 220. In some embodiments,
AT 210 may be connected to, or even integrated in, SUT 213, such that any internal state change
of SUT 215 may be detected and/or provided as response 225, Accordingly, any response of SUT

215 may be detected by AT 210 and processed as {urther described.

[0024] As shown by block 230, based on response 225, AT 210 may determine and/or evaluate
the state of SUT 210. Generally, a state 131 of SUT 210 as referred to herein may include any
value, parameter, attribute or aspect of SUT 215. For example, a state determined as described
may include a layout of a display screen or monitor including all GUI objects and their states (e.g.,
dimnmed, active and so on). A state 131 of SUT 215 may include a mode, e.g., SUT 215 is waiting

for input, waiting for a timer, shutting down and so on.

[0025] As shown by block 245, AT 210 may record state information. For example, following an
interaction 220, an ouiput or response 225 and a determunation of a state as shown by block 230,

the state of SUT 215 may be recorded, e.g., in a state 131 object on storage system 130.

100261 As shown by block 235, based on the state of SUT 215, based on path information and
further based on additional considerations as described, an {new or additional) interaction with
SUT 215 may be selected and the selected interaction may be performed as shown by block 220.
As further shown, the selected interaction may be recorded and uased. for example, in defining a

path as further described herein.



Attorney Docket No.: P-582424-USP

[0027] As shown by block 250, using at least state information and interaction data, AT 210 may
determine and record path information. For example, path information may be recorded in a path
132 object in storage system 130, Generally, path information may include data that represents
both interactions and states, e.g., as further described with reference to Fig. 3.

2

[0028] Reference is made to Fig. 3 which graphically shows paths that include states and
interactions according to tustrative embodiments of the present invention. For example, SUT 2135
may be in an initial state 51, e.g., ST may be the state of SUT 215 when first launched. Following
an interaction i1 {e.g., a click on a GUI button displayed by SUT 215}, SUT 215 may move to {(or
assume) state 52, then, followimg mteraction 12, SUT 215 may move to state S3 and f[inally,
following interaction I3, SUT 215 may reach state 54 that may be, for example, a desired final
state. As illustrated, state 54 can be reached via the sequence of interactions and states (path) S1,
14, 85, 16 S6 and 17. Alternatively, state 54 can be reached via the path of S1, 14, 55, 15, 83 and
13. A path or state-space may include a set of one or more forbidden states. For example, states S7
and S8 shown in Fig. 3 may be states that SUT 215 must never assume or be in, e.g., during an
automated test, if AT 210 detects or determines that SUT 215 is in one of states S7 or §8 then AT

216 determines the test has failed.

[0029] In some embodiments, reaching a forbidden state may be used for adjusting, modifying or
updating AT 210. For example, if, AT 210, causes SUT 215 to actually transfer funds to a seller
of a product, e.g., when SUT 215 is in forbidden state 57, then logic of AT 210 may be revised so
that real purchases never occur when AT 210 is running a test. Accordingly, embodiments of the

mvention enable improviog an automatic tester based on results of a test.

{0030] Paths 132 stored in storage 130 may include information that describes the paths tlustrated
in Fig. 3. For example, a path 132 may include states, interactions and their relations, e.g., which

interaction carries SUT 215 from a first state 131 to a second state 131,

[0031] In some embodiment, AT 210 wmay automatically and avlonomously map, identiy,
discover or determine some, or even all paths that carry SUT 215 from state S1 {o state S4.
Otherwise described, the path-space of SUT 215 may be antomatically identified or discovered by
AT 210. Conceptually, e.g., given enough time and processing power, AT 210 may automatically
and autonomously map. identity, discover or determmine the entire path-space of SUT 213, e.g..

paths 132 may include information that completely describes the behavior of SUT 215, e.g., for

“J
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each of all possible states of SUT 215, paths 132 may include all states that SUT 215 can assume

or move to, as well as the relevant interactions or events that cause the state transitions.

[0032] In some embodiments, AT 210 is provided with a path, e.g., a path that includes an initial
state of SUT 215, a set of intermediate states and a final (goal) state and the interactions that cause
SUT 215 to move through the intermediate states from the initial state to the {inal, goal or desired
state. Using a path provided as described, AT 210 may automatically and autonomously test SUT
215, e.g., by using a path provided to generate interactions 220 and verifving (e.g., as shown by

block 230) that SUT 215 indeed behaves as expected, e.g., moves along, or according {o, the path.

0033} As further described below, AT 210 can receive a path and then, for example, as SUT 215
evolves (e.g., in subsequent versions or updates), AT 210 can change a received or original path
such that new paths are discovered. Accordingly, unlike scripted tests or other known methods,
AT 210 may austonomously and automatically create new tests as a tested sysiem evolves,
autonomously and/or automatically finds tests for a given tested system as further described herein.
In yet other cases and as described, AT 210 autonomously and/or astomatically creates or
generates an initial or original path, e.g., by antonomously and/or automatically discovering a path
from an initial state of SUT 215 to a desired (goal) state of SUT 213. Accordingly, unlike known
systems or methods, embodiments of the invention may improve on prior technology by fully or
completely test a system, without intervention of a human user, that is, given access or interface
to any tested system SUT 213, AT 210 can astonomously identify and test SUT 215, e.g., based
on screens displayed AT 210 can automatically identify the system type or OS (e.g., determine

whether SUT 215 is Android based or 108}, and, as described, define and execute tests.

[0034] In some embodiments, a test intent is transiated into "bot readable” language. For example,
a unit adapted to perform text analysis {or other methods known in the art) may be used to analyze
nformation in a {ile created by a user, e.g., a file that describes test scenarios, a flow from an initial
screen or state of SUT 215 to a final (goal) state or screen and the like and the unit may generate,
based on the information in the file, a bot readable object (that may itsell be a file). Generally, any
system or method may be used for converting or translating human input {test intent) into a
language or format that is understood and usable by AT 210. A bot rcadable object may be a text
{ile or other file type that includes values, parameters or any counstruct or digital object that

represent an intention or purpose of a test in a way readable and/or usable by AT 210. Typically,
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a test has an intention (test intent) that may be or may include a certain feature or user flow that
the test creator {e.g., QA professional, product manager, game designer etc.} wanted tested. The
test intent is usually recorded in written or human-readable form (whether on a dedicated system
ot simply on an Excel sheet or any other human-readable mediom or format), sometimes detailing
specific steps to perform the test (e.g., initial state -like "open app" and following actions - like
"tap here, then swipe left, then input this text” efc.). Any unit or method (e.g., an application that
receives an Excel spreadsheet and produces machine readable code) may be used for converting a
written form of a test into "bot rcadable” language, e.g., an Excel sheet listing features to be tested
imay be automatically converted into an object readable and usable by AT 210 for testing features
in the Excel sheet. Any system or method known in the art for converting or translating a document
created by a human (e.g., an Excel spreadsheet, a table in a text document etc.) into commands
and parameters usable by a machine may be used, e.g., as known in the art with respect {o

generating scripted tests.

[O035] A test intent may also include or define an expected behavior, e.g., in the form of the final
state that the application will be in once all the steps are done and, sometimes, also how/what
should the itermediate states look like or be (e.g., "we should get to the 'settings' window" or "we
should now have a new dress in the shopping cart”). With current systems and methods, the test
itent is not defined explicitly. Instead, current systems and methods resort to comparison of a
behavior of an application to the tester's previous experience with the application or specific
feature and trusting a human tester to validate that behavior did not change, e.g.. the tester is
instructed to “make sure it looks fine". Existing scripted tests (used by known systems and
methods) have the opposite problem — they are too strict and “literal” in the actions they perform
and the states they expect to see/achieve. They are hard to code in the first place and often “break”
when the SUT changes — creating a discrepancy between the state the programmer assumed the
SUT will be 1n after an interaction and the real state of the system. Without adaptive awareness to

the SUT state this will always be the case.

[0036] In some embodiments, a test intent or definition is translated or converted into a “bot
readable” deflinition that includes an “initial state”, an “action goal” or “goal state” and (optionally)
additional states, events, interactions or actions that must, or must not be observed, occur or
assumed, for example, a bot readable definition may describe the states and interactions or evenis
as shown in Fig. 3. For example, to pass a test or for a flow to be verified, the user {or application)

9
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may be assumed or expected to take several steps to achieve a goal. A “bot recadable” definition
can include states that must not be reached or assumed by a tested application as well as actions
that must never be taken during {esting, e.g., actions that can initiate or cause real purchases or
money transactions. For example, a bot readable definition can be digital information in a file or
memory 120 that enables AT 210 to select one or more actions based on output and/or state of
SUT 215, It 1s noted that AT 210 can operate based on mauny bot readable definitions, e.g., a first
bot readable definition object may be created for, and used for testing, a first SUT 215 {e.g., an
android application) and a second, different bot readable definition object may be created, and

used for a second SUT 215, e.g., a web-based application.

{00371 In some embodiments, reaching the final or goal state definition is construed as a validation
of the test, e.g., the test succeeds when a bot (e.g.. AT 210) causes a tested apphication (e.g.. SUT
215) to reach the final state as defined in the bot readable definition, and the test fails if AT 210

cannot cause SUT 215 to reach the final state.

(0038} Varions methods for translating or converting the essence or interd of a test into a bot
readable definition may be used. For example, a GUI tool usable for defining tests using
object/parameter names may be provided. For example, an initial state in a bot readable definition
can be “start application” and a {inal state therein can be “the ‘profile’ screen”, where ‘profile’ is
the name of the screen used within the code. In another case, the bot readable definition includes
“load level 27 and then “kill any Orc” in an action game. In some embodiments, AT 210 1s
integrated into a product or application and can thus retricve or obtain names and parameters used
by SUT 210 (possibly internally), accordingly, AT 210 can, during testing, determine a state, a
screen layout and the like. It is noted that AT 210 may be integrated into SUT 215 during testing

and removed {rom a final, shipped version of SUT 215.

[0039] In some embodiments, infernal parameters, values or objects of SUT 213 are identified by
AT 210 and are then presented {exposed) to a human test creator, e.g., while he/she is using or
mteracting with SUT 215, e.g., using an overlay in real tivoe, thus making it easy for the tester to
understand what exactly are the relevant parameters to notice in each test. Using a GUI tool, the
nser can then mark the relevant objects, states or parameters for a specific test thus enabling AT

210 to learn which elements are relevant and which are to be ignored during testing.

10
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[0040] In some embodiments, a system and/or method can be used as a debugging tool. For
example, during nteraction with TA 210, a test creator using the above-mentioned tool has
visibility into state parameters and components of the SUT 215 that are not normally visible (like
internal variables, memory structures ete.). This visibiity is often very useful when trying to
understand the root cause of some unwanted and not understood behavior, as it shows the
underlying system state that leads to the visible behavior — hence speeding the process of locating

the internal function/component that produces the unexpected pattern (debugging).

[0041] Some embodiments include “definition through example” that may be or may include
showing instead of telling. For example, a test creator can demonstrate the desired test steps that
achieve a legitimate or desired goal state several times, and AT 210 records the steps, actions,
interactions, states or other information related to the path which the tester followed mncluding of
course, the final state that was achieved. Then AT 210 “reverse engineers” the user’s intent and
uses that to gencrate tests as described herein. Accordingly, an embodiment can translate a

demonstration into a “bot readable” definition awtomatically and/or autonomously.

(0042} Some embodiments include generating test scenarios with no user input. AT 210 can use
various methods to automatically and/or autonomously create, define or “invent” tests or test

scenarios without any nvolvement of a human tester.

[0043] In some embodiments, AT 210 autonomously explores the state space of SUT 215 by
performing, or Grying, new inferactions or actions thus auwtonomously and automatically
discovering paths 132, Accordingly, AT 210 can achieve complete coverage of a path-space or
state-space of SUT 215. The terms “new actions” or “new interactions” merit a discussion. For
example, different paths can lead to similar or identical sequences of states {e.g., clicking the same
button in different pixels, or filling the username then the password vs. password then username
in a login screen can lead to dentical results). In some cases, identical actions can lead to different
states (for example, if there are random elements in a game and the seed wasn't fixed, or the
functiovality depends on external input like the weather or today’s news). If a sufficiently large
number of action flows is generated, (e.g., AT 210 attempts a large number of interactions with a
large number of states of SUT 215) then AT 210 can mitigate or overcome the problems of
“identical actions leading to different states” or “different interactions can lead to identical states”,

something scripted tests or other known systems and methods cannot do. In some embodiments,
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AT 210 can accelerate the path-space discovery process, for example, AT 210 can be configured

to be “curious”, e.g., using an element of predictability in a cost function.

{0044} In addition to the validation that SUT 215 does not crash or performs some clearly wrong
action {¢.g., deleting its own database), AT 210 maps, or identifies paths and relationships between
user actions and expected results. AT 210 can alert of any substantial changes in the functionality
of SUT 210 due to changes in the code/introduction of a new feature cte. Identifying substantial
changes can be achieved via human supervision, e.g., AT 210 shows the user differences that are
assumed important and asks “Is this really different than last version?” or “Was this change
mtentional or accidental?”, based on user input, AT 210 can update the functionality expectations
{e.g., ina path 132). Accordingly, AT 210 can learn, with time, what the user cares about and what

he/she doesn’t deem imporiant.

100457 In the modern age there 15 an ncreasing convergence mnto conunon design languages on
every platform. For example, if one is using an Android app one already knows that the three
vertical-points icon means “additional options”. In some embodiments, AT 210 automatically
and/or autonomously collects and records information about applications’ screens, states,
structure, and actions, e.g., AT 210 is provided with definitions of GUI or other elements, (e.g. the
hamburger icon in Android screeus) and is then allowed to freely mteract with SUT 215. AT 210
can record paths 132 and/or states 131 it discovers in an unsupervised session. Based on an
unsupervised interaction with SUT 215, AT 210 can suggest initial “packages” of commonly used
basic functionality tests, user flows, paths 132 and or states 131. For example, since a login flow
looks very similar in most Android applications, having interacted with a nurober of Android
applications, AT 210 can record elements frequently seen {and interacted with), and use such

elements and their attributes to suggest (ot create) a test for an Android login flow.

[0046] Provided with a well-defined test intent {or ‘mission’), e.g., in the form of bot readable
definition as described, AT 210 can perform the task of finding a sequence of actions (e.g., mouse
clicks, taps. swipes, text input, kevboard keys etc.) that carry SUT 215 from an initial state (o the
goal. The exact scope of what actions AT 210 performs, and what is “visible” to AT 210 as the
state of SUT 215 may depend on the type of integration used, the platform that 1s tested and

definitions and limitation provided by a user.
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100477 A few cxamples of the data and information used for defining paths and states (or state
parametrization) are described below. In some embodiments AT 210 is provided with visual
information, in the form of pixel data, that represents or reflects screens as scen by a human tester.
It is noted that this method requires no (or Light or minimaly integration of AT 210 with SUT 215.
For example, if tests are run on virtual machines where screens can be captured and analyzed on a
comaputer then AT 210 can be provided with screens presented by SUT 215 without requiring any

integration of AT 210 into, or with, SUT 215.

[0048] In some embodiments AT 210 is provided with object locations, speed, texture and other
metadata that are mostly relevant to apps/games written on top of graphical engines like Unity and
Unreal {as they have a clear data structure that can be easily understood and extracted). In some
embodiments AT 210 1s provided with Document Object Model (DOM) hierarchy object structure,
e.g., for web apps. For example, DOM information can include, or be relevant to,
screens/surfaces/URLs that user flows go through. Any other method for determining an output or
state of SUT 215 based on information displayed on a screen may be used, e.g., pixel data may be

used to identify objects or elements displayed by SUT 215.

100491 Accordingly, using DOM information, AT 210 can determine or identify the owtput of SUT
215, e.g., AT 210 cay determine where, on a screen, GUI objects are located, what these GUI
objects are {c.g., a Yes/No button, a text box etc.), their states and so on. Accordingly, AT 210 can
determine whether or not the output of SUT 215 is as expected or correct, as deseribed, output of

SUT 215 may be used for determining a state of SUT 215.

(0050} In some embodiments AT 210 is provided with any information or data related to outbound
and/or inbound communications of SUT 215 with other devices, for example, Google analytics
events that are sent owt when certain events are triggered provide AT 210 with visibility into
internal code {lows without requiting AT 210 to be mtegrated with, or mto SUT 215, In some
embodiments AT 210 is provided with device information like GPS position, system language,
geo-ip eic. For example, such information may be relevant for localization testing. In some
embodiments AT 210 can access SUT 215’s RAM, accordingly, AT 210 can monitor any aspect

of SUT 215, e.g., any which system calls, libraries and/or APIs are used ctc.

(0051} In sorve embodiments AT 210 interacts with the digital environment of SUT 215 and/or

the underlying platform. For example, AT 210 may have direct access to the computing device
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{e.g., PC or smartphone) on which SUT 215 is executed, accordingly, AT 210 is provided with
events such as mouse clicks, key presses, swipes and the like and can thus record a complete

session including all interactions with SUT 215 as well as any response or output of SUT 215,

(0052} Accordingly, AT 210 may define or create a definition of the state space (S5) of SUT 215,
the actions that are available at each state (AS), the starting conditions (51} and the goal state (5{).
it 15 noted the Sf can be a family of states since the validated conditions are only part of the full
state parametrization). In some embodiments, the challenge of generating tests is wet using

reinforcement learning, €.g.. navigating from Sito Sf via a series of actions al, a2, and so on.

0053} There arc various approaches that can solve “navigation” problems, the simplest one is
fuzzing. Using fuzzing, at cach state Si a random (possible) action is chosen thus generating a
random walk in the state space. Given enough steps and repetitions (restarting the tested app back
to si), some paths will lead to the coveted St These paths will be marked as successful and stored,
these can be the regression tests that will run in the future. This naive approach may be inefficient
{brakes down) once the relevant state space is large (or, more accurately, when the (branching
factor) * (number of actions needed to get from Si to S{)/Isfl is large) because it wounld take an

unreasonably long time to randomly stumble into a final state.

{0054} Some embodiments may use a “navigation” algorithm (e.g., Q-learning) that learns, records
and/or maps states and paths it sees when attempting to reach the {inal goal. On average, any
learning method produces successful series of actions faster than random walks, but for complex
tests there is still the problem of sparse rewards (which means that AT 210 doesn’t know if it’s in
the right direction until actually getting to a final state, so it mostly wanders around aimlessly like
a random walk). There are many methods to combat this problem, approaches used by
embodiments may be, for example, a curiosity-driven state exploration. Generally, using a
curiosity-driven AT 210 is penalized for getting into states it already visited, and performing
actions for which the result is already known, accordingly, a curiosity-driven approach pushes AT
210 to cover more possibilities it didn’t see before thus speeding up the discovery of a final, desired

state.

[0055] In some embodiments, a test creator can be asked (o demonstrate a successful run which
may be recorded and used as an initial reference based on a training may be performed. Yet another

approach used by some embodiments may be reward shaping. Generally, reward shaping is an
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approach that translates sparse, rarc and discreet (success/failure) goal functions into continuous,
omnipresent reward functions that helps guiding the algorithm to the final state. Reward shaping
can be viewed as applying a gentle slope to the state space that canses AT 210 to be nudged in the
right direction. This can sometimes be generated from the test definition itself (for example, a step
that says “player must get close to an orc” translates into a reward function that minimizes the

distance to the closest ore i the level/screen).

[{0056] The slope in reward shaping can be inferred from past expericnce with a tested application
{(for example, if you must first login before you're able to perform most actions in an app then this
pattern can in principal be generalized from the many other tests that already figured out the login

flow).

FO057] If the AT 210 fails to gencrate action flows that lead to desired final states for a certain test,
the test creator can be asked to break the test into several smaller steps each ending in a sub-goal
or checkpoint. This method effectively shortens the number of actions AT 210 has to find

autonomeounsly at each step making the test generation process easier and/or substantially shorter,

[0058] In some embodiments, AT 210 starts with several successful (original, possibly user
defined} paths (e.g., paths that end at a desired state) and then slightly changes the paths, e.g.,
adding jnteractions to a path thus finding changes/permutations that still lead to a desired final
state. The original {(or known to reach a desired state) paths can be user generated, lucky random
flows or other initial conditions. This approach of path enrichment can awstomatically and
autonomously generate a multitude of action {lows or paths that take SUT 215 from a state Sito a
state in Sf. A multitude of tests or paths created as described can then be used for regression, e.g2.,

used for tests for future code changes.

[0059] The flows, paths and states defined or discovered as described may be different in a real
sense, €.g., not just pressing the same button shifted by one pixel to the right, and still get to the
same final, desired state. For example, vsing the method described, AT 210 can discover flows,
paths or states that are different from the original paths, that is, AT 210 discovers {lows or paths
in which, with respect to known or provided or original paths, different states are visited, different
interactions are used for same screens, however, the goal or desired state is still reached and the

paths discovered can be viewed as successtul or good paths.
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(0060} Flows (or paths) may be sorted or grouped, e.g., according to their length, and different
tests or coverage of the functionality of SUT 215 may be generated based oun a group or class of

flows or paths.

[0061] Yet another approach used by some cmbodiments includes skipping the concept of action
flows that are generated and later performed. Instead, the paradigm can be {lipped and a system
can treat a trained bot (e.g.. AT 210) as the test itself. A well-trained AT 210 with the right model
architecture should be able to achieve the desired final state even if there were small changes in
the path (location of the button, the initial position of the orc etc.) - thus being inherently robust to
irrelevant changes. Instead of 40 action sequences, the system would just let the bot run and see if

it reaches s goal.

[0062] Test implementations currently known are hard-coded sets of actions {(meant to achieve a
certain itent) and {urther inclode a validation step on the final state (making sure said intent has
been achieved). Taking a different approach to improve on such technology, embodiments of the
mvention may take as input a bot readable definition that is desigoed to achieve an intent osing a
flow or path of interactions, events and/or actions, and then automatically and/or autonomously,
improve the test, ¢.g., a bot readable definition can be updated or modified, by AT 210, based on
results of a test run. In addition, new tests, flows or paths may be generated, and the new paths can

replace previous ones, ¢.g., ones that broke due to changes made to SUT 2135,

[0063] In some embodiments, AT 210 is an “intention driven bot”. When operating in inlention-
driven mode, AT 210 no longer needs to find and record or remember specific flows of the SUT
215, instead, AT 210 automatically and/or autonomously learns to achicve a goal or state. Any
knowledge and understanding related to SUT 215 can be stored, e.g., 11 a neural network system
or object. It will be appreciated by a person of skill in the art that a bot that knows an SUT as
described is far superior to any system or method that requires to know sets of action states in
order to function. For example, AT 210 may be given nothing but the goal of “send an email” and,
using its knowledge of an application (e.g., Gmail) and/or a platform (e.g., Androwd) AT 210 may
{ind many {or even all) paths, interactions and states that will carry a user from any screen to the

mail application and cause the mail application to send an email.

[0064] In order to accelerate the process of path mapping. ntent completion and later regression

testing and validation, AT 210 may employ various techniques to find short and efficient paths o
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the given goal. For example, paths that are generated during the exploratory phase and contain
loops (series of actions that lead from a certain state back to the same exact state) are shortened by
removing the loops from the action-path. Another algorithm may be “action unification” — namely
identifying automatically that certain actions that seem different actually lead to the exact same
result in certain states and unifying them into a single action — sometimes without any a-priory
knowledge about the product or input from the user (for example — in the above Gmail example
clicking the “send” button in the middle pixel or 3 pixels o the right will resul in the exact same
result every time, so the actions “click middle pixel” and “click slightly right pixel” are learned to

be identical in the current state — the “send email” screen).

(00651 AT 2107s ability to mteract with a SUT 215 as described enables AT 210 to achieve a goal
or test intent even in the face of some changes in the structure of SUT 2135, For example, in the
above email example, if after an update of SUT 215, the path or way for sending an email using
SUT 215 changes, AT 210 operating in “intent driven bot” mode can reach a goal of sending an

email via a different set of mnteractions — without retraining or specific new path discovery.

[0066] Using its ability to discover paths as described, AT 210 can automatically identify, in a set
of paths, an optimal path. For example, AT 210 can discover or identify a number of ways to cause
SUT 215 to send an email. Based on rules or criteria, e.g., the number of steps or interactions
reguired to send an email may be a criterion and AT 210 may select the path with the smallest
number of steps as the optimal path, in another example, response time of SUT 215 may be a

criterion and thus the optimal path may be the response-wise fastest path.

[0067] AT 210 may automatically mark paths as failed or redundant. For example, AT 210 may
record, for a number of SUT 215, paths lo goals. For example, AT 210 records all paths it found
that start at a home screen of an Android device and end at sending an email. AT 210 can further
mark the optumal paths as described. When starting a new test {e.g.. for anew version of SUT 215),
AT 210 can first attempt to send an email using the recorded paths. If a recorded or known path
fails to reach a target or goal then AT 210 may mark the path as failed. Accordingly, AT 210 can
provide valuable information to a user, e.g., report a way (path} for sending an email that worked

in a previous version of SUT 215 no longer works.

{0068} Typically, i there are no changes in SUT 215 functionality, the geverated flows from a

previous run or ieration will all succeed in reaching the expected final state, e.g., returning a “pass”
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for each test case. However, it following a change of SUT 215, ¢.g., when a new version is released,
some or even all tests might {ail. In such case, AT 210 {irst tries to run the same training methods
to generate alternative paths to reach the same goal for the new version of SUT 215. In case that
doesn’t work (e.g., AT 210 determines, (o a certain degree of confidence, that the desired state
cannot be reached) then AT 210 marks the test as “failed” and reports to a user. As described, AT
210 roay then automatically and/or autonomously discover ways {paths) to reach a goal or desired
state, e.g., if AT 210 fails to cause SUT 215 to send an email using recorded or known interactions
or paths, AT 210 may proceed to looking {for new ways, interactions or paths that will cause SUT

215 to send an email.

[0069] In some embodiments, a portion of a path (or sequence of actions) may fail to get to the
same goal as before, but another portion of the path does succeed. In such case AT 210 generates
new flows {(e.g., as described herewn) to replace the previous broken ones and marks the test
scenario as “pass™” thus reporting that some functionalitics leading to the goal in testing have

changed since the tests were last ran, but the feature seems to be operating correctly.

{0070} In case the test was marked as “fail”, one of the failed paths is chosen, its actions performed
again and the activity can be recorded, ¢.g., as a video, to be shown to a user as part of the fail
report. A possible improvement to this {eature can be using the multitude of paths to pinpoint as
accurately as possible the stage where they deviate from the expected path, e.g., recording which
action now leads to a state that is different from the state it led to when a previous version of SUT
215 was tested. This can be done by a pattern matching algorithm if the (state, action) seguences
are fully stored for all test flows, e.g., in paths 132. Accordingly, AT 210 can show a user the
specific functions of SUT 215 that now behave differently with respect to a previous or other

version of SUT 215,

[0071] Reference is made to Fig. 4, a flow of a method according to some embodiments of the
invention. As shown by block 410, an auto testing unit may be provided with an interface with a
system under test. For example, AT 210 may be provided access to a screen used by SUT 215 to
provide interface to a user and AT 210 may use the screen to interact with SUT 215, e.g., simulate
or cause button presses, swipe actions and the like. Generally, AT 210 may use an interface
provided as described to perform any actions that are normally performed by a user or application

when interacting with SUT 215.
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(0072} As shown by block 420, one or more goals may be provided to an auto tester unit. For
example, a set of goals such as send an email, take a picture, send a text message and so on may
be given to AT 210 as described. As shown by block 430, an auto testing unit may autonomously
discover one or more ways to cause a system under test to complete the goals. For example, AT
210 may discover ways (paths) to cause SUT 215 to send an email as described.

99 4C

[0073] In the description of the present application, cach of the verbs, “comprise” “include” and
“have”, and conjugates thereof, are used to mndicate that the object or objects of the verb are not
necessarily a complete listing of components, elements or parts of the subject or subjects of the

s

verb. Unless otherwise stated, adjectives such as “substantially” and “about” modifying a
condition or relationship characteristic of a feature or features of an embodiment of the disclosure,
are understood to mean that the condition or characteristic is defined to within tolerances that are
acceptable for operation of an embodiment as described. In addition, the word “or” is considered
to be the inclusive “or” rather than the exclusive or, and indicates at least one of, or any

combination of items it conjoins.

{0074} Descriptions of embodiments of the invention in the present application are provided by
way of example and arc not intended to Limit the scope of the invention. The described
embodiments comprise different featares, not all of which are required in all embodiments. Some
embodiments utilize only some of the features or possible combinations of the features. Variations
of embodiments of the invention that are described, and embodiments comprising different
combinations of features noted in the described embodiments, will occur to a person having

ordinary skill in the art.

[0075] While certain features of the invention have been illustrated and described herein, many
modifications, substitutions, changes, and cquivalents may occur to those skilled in the art. Various
embodiments have been presenied. Each of these embodiments may of course include features
from other embodiments presented, and embodiments not specifically described may include

various featores described herein.
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CLAIMS

1. A system substantially as described in the specification and drawings.

3. A method as described in the specification and drawings.
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| to permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see paragraph Alin
| subsection 1 below) and the European Patent Office (EPO) access to any search results from the instant application (see

| paragraph B in subsection 1 below).

i Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-out of the
i authorization by checking the corresponding box A or B or both in subsaction 2 below,
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Application Number

Title of Imvention SYSTEM AND METHOD FOR AUTOMATED TEST GENERATION AND TESTING AN
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MOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an appiication.
After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind authorization for
access by a foreign [P office(s). Instead, Form PTO/SB/39 or PTO/SE/6S must be used as appropriate.

1. Authorization to Permit Access by a Foreign intellectual Property Office(s)

A, Priority Document Exchange {PBX) - Unless box A in subseaction 2 {opt-out of authorization) is checked, the
undersigned hereby grants the USPTO autherity to provide the European Patent Office (EPQ), the Japan Patent Office
(PO, the Korean Inteliectual Property Office (KIPQO), the State Intellectual Property Office of the People’s Republic of
China (SIPQO), the World intellectual Property Organization (WIPG), and any other foreign intellactual property office
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign
application claiming priority {o the instant patent application is filed, access fo: {1) the instant patent application-as-filed
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the
instant application and iis related bibliographic data, and (3} the dale of filing of this Authorization. See 37 CFR 1.14(h}{1).

B. Search Resulls from U.S. Application o EPQ - Unless box B in subsection 2 (opt-out of authorization) is checked,
the undersigned hereby grants the USPTO authority to provide the EPO access {o the bibliographic data and search
results from the instant patent application when a European patent application claiming priority to the instant patent
appiication is filed. See 37 CFR 1.14{h)(2).

The applicant is reminded that the EPO’s Rule 141(1) EPC (European Patent Convention) requires applicants to submit a
copy of search results from the instant application without delay in 2 European patent application that claims priority to
the instant application.

2. Opi-Out of Authorizations to Permit Access by a Foreign inlellectual Property Office(s)

A, Applicant BOES NOT authorize the USPTO to permit a participating foreign [P office access to the instant
[1 application-as-filed. If this box is checked, the USPTQ will not be providing a participating foreign P office with
any documents and information identified in subsection 1A above.

B. Applicant DOES NOT authorize the USPTO to tranamit {o the EPO any search resulls from the instant patent
[1 application. if this box is checked, the USPTO will not be providing the EPQO with search results from the instant
application.
NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access o the
application in accordance with 37 CFR 1.14.

A

pplicant Information:

Providing assignment information in this section does not substitute for compliance with any reguirement of part 3 of Title 37
of CFR to have an assignment recorded by the Office.

Applicant 1

If the apgiicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be
completed. The information to be provided in this section is the name and address of the legal representative who is the
applicant under 37 CFR 1.43; or the name and address of the assignee, person to whom the inventor is under an obligation
o assign the invention, or person who otherwise shows sufficient propristary interest in the matier who is the applicant
under 37 CFR 1.46. If the applicant is an applicant under 37 CFR 1.46 (assignee, parson to whom the invenior is obligated
o assign, or person who otherwise shows sufficient proprietary interest) together with one or more joint inventors, then the
ioint inventor or inventors who are also the applicant should be identified in this section.

FD Assignee £ Legal Representative under 35 US.C. 117 £ Joint inventor
§% Person to whom the inventor is obligated to assign. E Person who shows sufficient proprietary interest

If applicart is the legal representative, indicale the authority to file the patent application, the inventor is:

Name of the Deceased or Legally Incapacitated Inventor ; .

If the Assignes is an Crganization check here. X
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Application Number
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Organization Name DESTHNATION LABS LTD.

Prefix

Giverns Name

Middie Name

Family Name Suffix

Mailing Address Informati

on For Applicant:

Address 1

17 Yossf Karo St

Address 2

City Tel Aviv State/Province

Country israel Postal Code 6701421
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button.

Assignee Information including Non-Applicant Assignee information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title
37 of CFR 10 have an assignmert recorded by the Office.

Assignee 1

Complete this section if assignee informalion, including non-applicant assignee information, is desired 1o be included on the
patent application publication. An assignse-apglicant identified in the "Applicant information” section will appear on the
patent application publication as an applicant. For an assignee-applicant, corplete this section only if identification as an
assignee is also desired on the patent application publication.

Prefix Given Name Middie Name Family Name Suffix

if the Assignes or Non-Applicant Assignee is an Organization check here.

Organization Name DESTINATION LABS LTD.

Mailing Address information For Assignee inciuding Nor-Applicant Assignee:

Address 1 17 Yosef Karo 5t

Address 2

City Tel Aviv State/Province

Country israel Postal Code G70142%

Phone Number Fax Number

Emall Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by
selecting the Add buiton.
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Application Number
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Signature:

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, i |
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in
subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this form must
aiso be signed in accordance with 37 CFR 1.44(c).

This Application Data Sheet must be signed by a patent praciitionar if one or more of the applicants is a juristic
entity (e.9., corporation or association). if the applicant is twe or more joint inventors, this form musl ba signed by a
patent practitioner, alljoint inventors who are the applicant, or one or more joint iInventor-applicants who have heen given
power of attorney (e.g., see USPTO Form PTO/AIAST) on behalf of gll joint inventor-applicants.

See 37 CFR 1.4(d) for the mannar of making signatures and ceriifications.

Signature /Bevorah Livieh, Reg. No. 71,347/ Date (YYYY-MM-DD) 2019-03-18

First Name Devorah Last Name Livneh Registration Number 71,347

Additional Signature may be generated within this form by selacting the Add button.

58} an gpplication. Confidentiality is governed by 35

ments on the amount of fime you require to complate this form and/or suggestions for reducing this burden, should be sent to the
, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1480, Alexandria, VA 22313-1450. DO NOT
TED FORMS TC THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1458, Alexandria, VA 22313-1450.

individual case. Any
Ci ormation Ofti
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